BUGTRAP for WIN32/64 & .NET
DEVELOPER'’S GUIDE

Save developer’s time and customer’s budget!

Copyright © 2005-2009 IntelleSoft
All rights reserved



BugTrap Developer’'s Guide

Table of Contents

1 PREFACE 3
2 OVERVIEW 3
3 BUGTRAP FOR WIN32/64 6
3.1 ADDING BUGTRAP TO WIN32/64 APPLICATION......ueerureereesereaueesseeeseesseesseessseaseesssesseesssssssesssssssseesssesssesssssessesssesesessseenns 6
3.2 REDISTRIBUTING BUGTRAP FOR WIN32/64.......ccoueieiiiiiiieieeeiee et eette et s e e te st eeaeesteessvaesseesssaesssassseesssesnsaenssesnseenssseesnnns 6
3.3 ERROR ANALYSIS FOR WIN32/64 APPLICATIONS. ..c.veeeuveeueeereesireeseessseeseesseeesseessseesseessssassesssssssssssssessessssesssesssssessssnssseesanns 7
3.3.1 Symbolic information Qnd PDB fles...............cccccccouuiiimiiininiiiicietet ettt e 7

3.3.2 MEREAUID fIIES..........coooveieeiieiet ettt ettt ettt et b e ett et e et et e st e nbe st e st e e enneeennnee e 10

3.3.3 RUNNING LSt APPIICALION. ...ttt ettt ae e e st e et e b e et e s e enseseaesaneeenns 11
3.3.3.1 Minidump files in Visual Studio INET...........ccciiiiiiieiieieeie ettt ettt s aesraesaeessaesseesaessaensesssesnsensnens 13

3.3.3.2 Minidump files i WINDIDE. ......cuiiiiiiiiiieiieietee ettt h ettt et e et et e e bt e et et e es e emeeneentenbeabesaeeenbeeenneans 17

3.3.4 Automatic MAP fileS ANALYSTS............c.occeiueii ettt ettt ettt eae e et nae e e 18
3.304.T SUIMMATY . ....eetteiiettet ettt ettt et ett e st e st e e s bt e bt e bt e bt eateeabeeateeabeesbesbeesh e e bt enbeen bt ea bt enbeeabeeabesheeeseesbeenbeenbeanseenbeenseensennnea 24

3.4 INATIVE Gt EXCEPTIONS. 11 utvteesttteeesreessseeaeseeessseeessssaeassssesssssssssssssssssesssssssasssssssssssesssssesnssesssssssesssssssssssssesessssssnnssssnns 24
3.4 1 INte@ration With ME'C.............cc.ccccuiiiiiiiiiiiii ittt ettt ettt ettt e e neee 25

3.4.2 Inte@ration With ATL/WTL............c.ccccoeiieoiaeieieee ettt ettt ettt at s eseese et essesnaesseenaesseenseenes 25

3.5 (CUSTOM LOG FILES...uutteuteesuteeuteesureeueesuseenseesusesnseesssesnseesaseenseessssensessssesssessssesnseessseensesssseenseesssesnseesssesnseessseenssseesssnssees 26
3.6 CONFIGURING REPORTS DELIVERY ....uvveeuveesseesssesseessseessesssseensessssesnsesssssensessssssssesnssssnsessssesssesssessssesssseensessssssnsesnseesnsesnsaeens 29
3.7 USING BUGTRAP FOR WIN32/64 IN SERVER APPLICATIONS......ceverveessesseesenseessesseesseessesseessesssessesssessesssessesssessessssssesssessnsses 29

4 BUGTRAP FOR .NET 31
4.1 ADDING BUGTRAP TO .NET APPLICATION. ... .0teitteeteeiureateestteeteesseesseessseeseessseasesssesssseesseessseesssessseesssssssssssssnsssssessnsssees 31
4.2 REDISTRIBUTING BUGTRAP FOR .INET ..ottt ettt ettt e et e e st e e et e e essaeesstaeeesssaaessaeesnsaaeeaennn 31
4.3 ERROR ANALYSIS FOR .INET APPLICATIONS. ....ceiutiieiiiteeiiieiitiieestieesieeestteeetteeessseeessseeesssseessseeassseeesnsseesssseeanssnsneaeeesseanns 31
.31 EXCEPIION LOG.......coooveeiieieeeeeeee ettt ettt ettt et ae e e e st e b e et e b e ets e b e e st e b e e st e nbeenseeseeennneeennneeene 31

4.3.2 MIRTAUID fIIES..........c.ooueeiiieieee ettt ettt ettt et b e sb e et e b e et e b e eateseestesseeneeeseeennneeeenneeenns 32

4.4 NOTES FOR GUI .INET APPLICATIONS...cc.uvtetteeuteerteesreesteesseesseessseasseesssesseesssesssessssesssesssssessessssesssessssesssessssessssssseesssnnnns 34

5 BUGTRAP SERVER 36
5.1 BUGTRAP SERVER....ueeeuteetieiereeteesereesseessseasseessseasseesssaasseessssasseessssassessssssssesssseassesssssessessssssssessssesssesssssessessssssssessssssseees 37
5.1.1 Installing .NET version of BUZTFAD SEFVEF...........cccueceiiaeeiieeet ettt ettt ettt ane e 37

5.1.2 Installing Java version Of BUZTIAP SEIVEF .............cccccuuuuciioiiiiiiiiinietenieeeetet ettt sttt et 38

5.2 BUGTRAP WEB SERVER......uutteiutteeatteeesereeassseeeasseesassesssseesassssessssesssssessssssssssssesssssssssssssssssssssssssesssesssssesesssessssssssnssnssnns 38
5.2.1 InStalling BUGTrap Web SEIVET............c.cccoccuevieieeieeeeie ettt ettt ettt ae e estese et ssesnsesseenaesseenseenns 38

5.2.2 TeStING BUZGTFAD WED SEIVEF .........c.oooueiueeiiieiieeie ettt ettt ettt ettt a e sttt be et e b e easebeenteesnneaesnneeenes 39

5.3 CONFIGURING BUGTRAP SERVER........uutertieiuiierieeetieeiiesteeteessteeseessseeseesseesnseesssessseesssessseesssssnsesssessssessssesssessnssseessnsssseeens 40
5.3.1 BugTrap Server CONfIGUIALION fIlE............c..cc.cceiiicuiiieiieiieie ettt ettt ettt et ease e sesaaesanee e 41

5.3.2 BugTrap Web server CONfIGUIALION fIle................cooviioiiiiiiee ettt e e 41

5.3.3 CONFIGUIATION SEIIIZS. ..ottt et e et ettt e et e e et et et e e e et e ee e st em e ee e emneesmneeennneeennneeanns 42

5.3.4 System event log and BUgTrap Web SEFVET...............ccccuciuiiiiiiiniiniiiiesieeetet ettt 43

5.3.5 BUZTTAPD SCFVEF FEPOSIIOT ...ttt ettt ettt ettt ettt ettt e ebe e et e st e eabe et e et eas 43

5.4 A CONCLUSION. ....ttettteutteeiteette sttt ette sttt ebeesateeattessseesseessteenseesateensaesaseeabeessbeenteesateenseassseenbeenaseenbeesabeenbeesaseensaennseenseannneas 44

Page 2 of 45



BugTrap Developer’'s Guide

1 Preface

Some time ago | was working on a multi-tier application with quite complex logic. The
application was handling medical information and it was important to correctly synchronize
data in any circumstances. | put extra code to make the application as stable as possible,
added automatic backups and self-recovery. Do you think it solved all problems?

- No, | was still searching for a tool to handle problems seen by customers remotely. How
could | assist them and debug a problem if | live on another side of the globe? Eventually |
found excellent Jim Crafton’s article about a tool capable of intercepting unhandled errors.
That was a solution!

Unfortunately, original BlackBox was not customizable, it didn’t support minidump files,
Unicode strings and it didn't have any server. In spite of these limitations it was an
excellent starting point because | knew exactly what kind of tool | need. | started working
on my own tool in hope to make flexible, customizable and powerful solution.

2 Overview

Usually it's very frustrating to receive a message from your customer saying that your
program doesn’t work. Most users may not let you know what'’s incorrect in your application
and which piece of code is wrong. Windows has built-in handler for unhandled errors,
however this default handler might be useless when error happens on customer side
because you rarely want to send your error report to Microsoft:

SimpleWin32Crash executable

SimpleWwind2Crash executable has encountered a M)
problem and needs to cloze. We are zory for the
INConYenience.

If you were in the middle of something, the infarmation vou were working on
right be lost.

Pleaze tell Microsoft about this problem.

YWwe have created an eror report that pou can zend to us. We will reat
thiz report az confidential and anonymous.

To zee what data this error report containz, click here.

Debug Send Error Repart

Default Win32 error handler

BugTrap solves this problem by overriding default error handler. BugTrap gathers error
details such as address, call stack and computer environment. It's also possible to add
arbitrary number of custom log files with additional information to the default error report
using built-in or external logging functions.

BugTrap may save error reports on disk or automatically deliver error reports to
developer’s computer by e-mail, over HTTP or fast low-level TCP-based network protocol.
BugTrap server automatically manages error reports repository and notifies developers
about new errors.
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BugTrap for Win32/ NET
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—/
—
—
—C =
= & =
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BugTrap for Win32/ NET —
Mail Server

BugTrap stores error description in log and minidump files. Minidump files may be opened
in Microsoft Visual Studio .NET and in WinDbg. BugTrap package also includes
CrashExplorer utility that can extract symbolic information from MAP and PDB files.

There is a special BugTrap version for .NET applications. .NET version can handle
exceptions in pure .NET applications as well as it can handle mixed .NET assembles
(managed/unmanaged assembles) written in C++.

i BugTrap Test

% & crash has been detected by BugTrap

To help the development process, this program will by and gather the information abouk
the crash, and the state of vour machine at the time of the crash. This data can then be
submited to produck suppark or saved ba a file,

Product support site:  hitbp: A v btrap, comn

- Submit Bug | rnail ta... More... ] [ Close

Simplified dialog
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i BugTrap Test

M & crash has been detected by BugTrap

Tao help the development pracess, this pragram will by and gather the information about the
crash, and the state of your machine at the time of the crash, This data can then be submited o
product support or saved ko a file,

Product support site:  hitbp: A v btrap, comn

Exception Reason
BugTrapTests.exe caused ACCESS_VIOLATION in module "0i\Documents and Close
Settings\Maxi My Documents) Yisual Studio
ProjectsiBugTrapiwin3Zibin\BugTrapTestS, exe” at 001E:00401333,
CBugTrapTestapp: :onTeskaccessviolationi+19 bytels) in "d:\documents and
settingsimaximy docurmentstvisual studio
projectsibugtrapiwindztexamplesibugtraptestibugtraptest,. cpp”, line 16143

| Submit Bug |

Mail To...
Reqgisters
EAX=00000000 EEX=00000111 ECx=0045142Z0 EDX=00000000
ESI=0043E79C EDI=00000001 FLG=0001l021& Preview, .,

EEP=0012FeDd ESP=0012FeCC EIP=00401333

C3=001E D5=00zZ3 355=0023 EJ=0023 F3=003E G3=0000 SEreN

Stack Trace

Address Funickion s Information. ..

f
001E:00401333  CBugTrapTestdpp::OnTestAccessyiolation])+19 byteis) d
O01E:0041B504 _AFxDispatchCradMsgii+61 bytels) f State...
001B:0041B6E7Y  CCmdTarget::OnCmdMsgl 4266 bykels) f
001B:004ZEEAD  CFramewnd: :OnCmdMsgli+119 bykels) f
O01E:0041E9CE  OWnd::dnZommand{3+81 bytels) f
001B:0042E76E  CFRrameWnd::OnCammand(i+113 bvkels) f
f

001B:0041F30S  CWwnd:onwwndMsgli+47 bykeds)
£ >

Dialog with error details
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3 BugTrap for Win32/64

3.1 Adding BugTrap to Win32/64 application

BugTrap is redistributed as dynamic-link library (DLL). Two versions of BugTrap DLL are
available: ANSI version and Unicode version.

DLL name Platform Character encoding

BugTrap.dll x86/32-bit ANSI multi-byte character strings
BugTrapu.dil x86/32-bit Unicode strings

BugTrap-x64.dll AMD-64 ANSI multi-byte character strings
BugTrapU-x64.dl| AMD-64 Unicode strings

It is recommended to use Unicode strings in new applications targeting Windows NT/2000/
XP/Nista platforms. Unicode applications not only better deal with national character sets,
but offer better speed. For instance, BugTrap encodes report and log files in UTF-8 format.
While there is direct and quite simple mapping between Unicode and UTF-8 encoded
characters, ANSI strings require additional conversions to/from Unicode. These
conversions affect performance of XML parser, log generator and network
communications.

The code bellow adds BugTrap support to Win32/64 application:

#i ncl ude "BugTrap. h"

#pragma comment (lib, "BugTrap.lib") /1 Link to ANSI DLL
[l #pragma coment (Iib, "BugTrapU.lib") // Link to Unicode DLL

static void SetupExcepti onHandl er ()
{

BT Install SehFilter();

BT _Set AppNane(_T(" Your application nane"));

BT_Set Support EMai | (_T("your @mai |l . com') ) ;

BT Set Fl ags( BTF_DETAI LEDMODE | BTF_EDI TMAI L) ;

BT Set Support Server (_T("l ocal host"), 9999);

BT _Set Support URL(_T("http://ww. your-web-site.cont));

}

Set upExcept i onHandl er () function may be called from I nitInstance() or mai n() function
depending on the type of your application.

Note: you may omit BT_Set AppNanme() and BT_Set AppVersi on() calls if your application
includes version info block. BugTrap can retrieve application name and version number
from application resources.

3.2 Redistributing BugTrap for Win32/64

BugTrap is compatible with MS Windows 98/Me/NT/2000/XP/Vista. It requires shil wapi . dI |
that’s installed with MS Internet Explorer 4.0 on Windows NT 4.0. Windows 98/Me and
Windows 2000/XP already have required system libraries.
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BugTrap uses DbgHelp library which is redistributed as dbghel p. dl | . This DLL is included
in MS Windows 2000 and later. To use this DLL on earlier systems, such as Windows NT
4.0 or Windows 98, you should redistribute dbghel p. dl' I with your application. To obtain
the latest version of dbghel p. dl | , download Debugging Tools for Windows.

It's recommended to put the most recent version of dbghel p. dI | to the same folder with
BugTrap DLL otherwise some functions may be disabled. BugTrap always attempts to load
recent version of dbghel p. dl | from its folder. If it cannot find dbghel p. dI | in that folder, it
attempts to load dbghel p. dI I from Windows system folder.

3.3 Error analysis for Win32/64 applications

Usually it's desirable to get source file name, function name and line number information
from error address because such information can greatly simplify further error analysis and
correction. There are several approaches to get this information:

a) symbolic information in PDB files when available;
b) minidump files;
c) a utility that performs post-mortem MAP and PDB files analysis.

Let’s discuss every approach.

3.3.1 Symbolic information and PDB files

A program database (PDB) file holds debugging and project state information that allows
incremental linking of a Debug configuration of your program. A PDB file is created when
you compile a C/C++ program with /zI or /zi or a Visual Basic/C# .NET program with
/ debug.

BugTrap automatically uses PDB file if available when it encounters a problem. PDB file
must be located in the same directory with EXE file to be found. BugTrap automatically
displays source file names, function names and line numbers for call stack entries in the
main window when it finds an appropriate PDB file. If application’s PDB file cannot be
found on customer’s computer, BugTrap displays hexadecimal addresses with no symbolic
information. These addresses can be analyzed later on developer's computer.

Debug information in PDB file doesn’t affect the size and speed of your program, Visual
Studio only saves a path to PDB file in EXE file. You may enable PDB file generation for
Release configuration in your project and redistribute PDB file to your customers along with
program EXE file.

However PDB files have a couple of disadvantages:

a) they are quite large, for example, PDB file for 300KB application may require 3MB
disk space;

b) though PDB files don’t include application source code, many developers won’t
redistribute PDB files with their applications because PDB files may simplify reverse
engineering.

Usually it's better to redistribute PDB files to application testers and quality assurance, but
don’t include PDB files in public releases.

Hopefully it is not necessarily to redistribute PDB files with your application in order to take
advantage of this technology. CrashExplorer can extract symbolic information from PDB
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files and merge it with raw error log on developer's computer. PDB files can be stored
locally for all public releases and used later for generating human readable error reports.

The following steps enable PDB files for Release configuration:
1. select Release configuration in “Project Settings” dialog;
2. select “Program Database” format of debug information on “C/C++\General” tab;
3. enable “Generate Debug Info” option.

Use these pictures for the reference:

Visual Studio 7

Buglraplest Property Pages E|
Configuration; |RE|EESE j ElatForm: |P.ctive('-.-'-.-'in32jl j Configuration Manager. .. |
=3 Configuration Propertie & Additional Include Directories
General Resolve #using References
Debugging Debug Information Format Program Database {/Z1) ﬂ
£ Cic+H+ Suppress Sktarkbup Banner Yes [ /nolaga
w General Wearning Level Level 4 (/W4)
Dptimization Detect 64-hit Portahility Issuas Yes { /Wp64)
Preprocessor Treat Warnings As Errors Ma
Code Generatio
Language
Precompiled He.
Cukput Files
Browse Informs
Advanced
Command Line
(2 Linker
[ Resources
(23 Browese Information =
(3 Build Events Debug Information Format
(3 Custom Buld Step Specifies_ the t';.fpe_ af del:uuggiljg information generated by I:I_'ua compiler, Yaou musk also
¢ s change linker settings appropriately tomatch, /27, 2d, [Zi, 21

k. | Cancel Help
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BuglrapTest Property Pages

Zonfiguration: |Release j PlatFarmn: |.ﬁ.ctive{'-.-'-.-'in32]| j Configuration Manager. .. |

Ei

=5 Configuration Properties Generate Debug Info

General Generate Program Dakabase File ${0utDir) /(T argetName).pdb
Debugaing Skrip Privake Symbols
[ Cfc++ Generate Map File Yes {/MAP)
5] Linker Map File Mame #{DutDir}/¢{TargetName).map
zeneral Map Exports Yes (/MAPINFO:EXPORTS)
Input Map Lines Yes (/MAPINFO:LINES)
% Debugging Cebuggable Assembly Mo Debuggable attribute emitted
Syskermn
Opkimizakion
Embedded I0L
Advanced

Cormmand Line
(23 Resources
(23 Browse Infarmation
(23 Build Events
(23 Custarn Build Step

(03 Web Deployment Generate Debug Info

Enables generation of debug information.  {/DEBLIG)

k. | Cancel | Help |

Visual Studio 6

Project Settings

Settings For: |Win32 Releaze j General | Debug | CAC++ | Lirk: | Resourc EE
o Category: |General ﬂ Reset
Wharning level: O ptirnizations:
|Level 3 ﬂ |Ma:-cimize Speed j
[ “Warmings as emors [ Generate browse info
D ebuig infio;

Preprocessor definitions:

|WI N3ZMNDEBUG _wINDOWS _aF<DLL,_MBCS

Project Options:

/nologo AMD A3 AGEE 202 /D MwAINEET D S
"MDEBUG" /D " wWANDDWS" /D _ARSDLL" /D
" MBCS" /Fp''Releaze/Testpoh' AUt stdaf k' w

] | Cancel
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Project Settings

Settings For; |Win32 Releaze j Eeneral | Debug | C/C++ Link | R esounc: EE

Categarny: | General ﬂ Beset

DOukput file narme:

|Helease.-"T est exe

Objectdibran modules:

. :
(: v Generate debug infc
|l|"'l--—_

E ST S

lgnore all default libranies

[ Link incrementally [ Generate mapfile

[ Enable profiling

Project Qptions:

fnologo Asubszpstemowindows Ancrementalno
/pdb:"Releaze/Test. pdb" Adebug smachine: | 386
fout"ReleaszesTest exne”

] | Cancel

Note: you may not see MFC function names and line numbers in BugTrap stack trace
window if your application is dynamically linked to MFC even if application’s PDB file is
accessible for BugTrap. Instead you may notice multiple entries in the form of
O di nal XXX() . This is because application’s PDB file doesn’t include symbolic information
for MFC classes. You can solve this problem by copying MFC’s PDB file from Syst en82
folder to the application’s folder or by linking your project to MFC statically. But even if
MFC’s symbolic information is not available it still can be restored from minidump file or
by running CrashExplorer.

3.3.2 Minidump files

BugTrap can produce user-mode minidump files with a useful subset of the information
contained in a crash dump file. BugTrap creates minidump files very quickly and efficiently
because minidump files are small, they can be sent over the Internet to technical support of
the application. A minidump file does not contain as much information as a full crash dump
file, but it contains enough information to perform basic debugging operations. To read a
minidump file, you must have the binaries and symbol files available for the debugger.
Minidump files don’t require PDB files on customer’s computer, though you should keep
PDB files on developer's computer for further error analysis in the debugger. Minidump
files may be analyzed in WinDbg which is redistributed as part of Debugging Tools for
Windows or in Visual Studio .NET. Minidump files provide the best option for reproducing
customer-side errors on developer’'s computer. Minidump files have few disadvantages:

a) minidump files are relatively large comparing to default text output produced by
BugTrap. BugTrap archives minidump files to reduce the size of generated report.

b) minidump files are stored in binary format, so you can’t read them without special
tool like WinDbg or Microsoft Visual Studio .NET.
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c) minidump files can’t be created on Windows 9x. Hopefully it is not a big issue for
BugTrap because you can use CrashExplorer utility which can extract error location
from hexadecimal error address.

BugTrap always generates log file in plain text or XML format. Minidump files are only
generated in detailed report mode. You must specify BTF_DETAI LEDMODE option in order to
enable this mode:

| BT_Set Fl ags(/* other options */ | BTF_DETAI LEDMODE); |

BugTrap stores log file and minidump file in one zip archive to reduce the size of error
report. You can add custom log files to the same zip archive. Custom log files can be
generated using built-in BugTrap functions:

I NT_PTR i LogHandl e = BT_OpenLogFi | e(NULL, BTLF TEXT);
BT_AddLogFi | e( BT _Cet LogFi | eName(i LogHandl e)) ;

BT I nsLogEntry(i LogHandl e, BTL_INFO _T("custom | og nessage"));
- Or -
BT _I nsLogEntryF(i LogHandl e, BTL_WARNI NG _T("nuneric output: %l"), 123);

See “Custom log files” topic for more information.

3.3.3 Running test application

BugTrap comes with several test applications. You can launch BugTrapTest example and
hit “Access Violation!” button on the toolbar:

(% Untitled - BuglrapTest
File Edik Test Miew Help

DS E % X
Yy

Access Yiolakion!

This button executes the following code:

voi d CBugTrapTest App: : OnTest AccessVi ol ati on()
{

int* ptr = 0;

*ptr = 0; // ACCESS VI OLATI ON!'!'!
}

After hitting the “Access Violation!” button you should see main BugTrap window. This
window displays exception information, CPU registers, call stack and several buttons:

Button Description
Close Closes BugTrap window and quits the application.
Submit Bug Sends error report to product support by e-mail or over the network. You should
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Button Description
specify server address/e-mail address during application startup.

Mail To... Depending on BTF_EDI TMAI L flags, opens “Send Mail” dialog or launches system
e-mail client where user can prepare custom e-mail message addressed to the
support.

Preview... Opens Preview dialog that displays the contents of error report files.

Save... Saves error report to the file. File may include minidump and custom log files
depending on BTF_DETAI LEDMODE flag.

Information... Displays generic information about installed operating system.

State... Displays generic information about running processes and loaded modules.

It is not necessary to specify server address, support e-mail or URL of support site.
Unspecified links will not be shown on the screen.
User may press Preview or Save buttons to examine report contents. By default report
name includes date and time for the uniqueness.

Error report includes these sections:

application name and version;

computer and user names (used for identifying problems in local network);
date and time of the error;

error description;

user-defined message (if available);

COM error information (if available);

values of CPU registers;

generic CPU information;

9. operating system information;

10. memory usage statistics;

11. stack trace information for all running threads;
12.process command line and current directory;

13. process environment variables;

14. optional list of running processes and loaded modules;
15. optional screenshot taken during program crash.

©ONOoOORODD =

Error information can be presented in plain text or in XML format:

Excerpt from log file in plain text format

BugTrapTest . exe caused ACCESS VI OLATION i n nodul e "<Execut abl e
Pat h>\ BugTr apTest . exe" at 001B: 00401333,

CBugTr apTest App: : OnTest AccessVi ol ati on() +19 byte(s) in "<Source
Pat h>\ BugTr apTest. cpp", line 161+3 byte(s)

Excerpt from log file in XML format

<error>
<what >ACCESS_VI OLATI ON</ what >
<process>
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<nanme>BugTr apTest E. exe</ nane>
<i d>6936</i d>
</ process>
<nmodul e><Execut abl e Pat h>\ BugTr apTest E. exe</ nodul e>
<addr ess>001B: 00401333</ addr ess>
<functi on>
<nane>CBugTr apTest App: : OnTest AccessVi ol at i on</ name>
<of f set >19</ of f set >
</ function>
<fil e><Sour ce Pat h>\ BugTrapTest. cpp</file>
<line>
<nunber >161</ nunber >
<of f set >3</ of f set >
</line>
</error>

You can open “BugTrapTest . cpp” and check line 161:  *ptr = 0;

3.3.3.1Minidump files in Visual Studio .NET

Minidump files can be opened in Visual Studio IDE. Open such file in Visual Studio and
start the debugger — the IDE will ask you to create a new solution and the debugger will
create a fake process. Now you can examine the problem using well-known environment:
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@9 crashdump (Debugging) - Microsoft Visual Studio

File Edit ‘“iew WAssistx Project  Debug  Profile  Tools  Window  Community  Help

=@ & Ga - b F I
3 @ @ Eb‘;E[;E‘iz_jv;_jﬂg,tﬁEm Tw;E| = 2O d Y
bugtraptest.cpp - X
5 bugtraptest,cpp w | % || 5 ciidocuments and settingsimasximy documentsivisual studio 2005projectsibugtrapiy %
(Unknown Scope) A A
B/ CEBugTrapTestlipp message handlers 7‘
L
Ewoid CBugTrapTestipp::OnTestliccessViolation()
{
J¢ Throwing un-handled exception
int* ptr = 0;
¥ *ptr = 0;
H
Hwoid CEBugTrapTestipp::onTestCppExceptioni)
i
f¢ Throwing un-handled exception
CArray<int> array;
array.3etlize (10000000007 ;
L
1
< >
Aukos » I X Call Stack -« 0 X
Mame Yalue Tvpe Mame Lang: #
+ @ pkr Ox00000000 int * o BugTrapTest.exelCBugTrapTestApp:ionTestdccessii C++
1 (=) this 00461 ec class CEugTrapTestapp CBUgTrap BugTrapTest.exe! _AFxDispatchiCrmdMsglCCmdTarget * C++

BugTrapTest,exe!CCmdTarget: i OnCmdMsgiunsigned  C++
BugTrapTest,exe!CFrametnd: : OnCmdMsgiunsigned | C++
BugTrapTest.exe!CWnd: :OnCommand{unsigned ink wl C++
BugTrapTest. exelCFramet'nd: : OnCammand{unsignec C++
BugTrapTest. exelCwnd: :OntwndMsgiunsigned int me: C++

FunTranTect aveliTind ShindrsProc’onsioned ink me ©44 b
& Autos | 7] Locals | ] watch 1 | Find Results 1 gacal... [C@ere... |[(co.. |&im... |Fout...|ZThr...
Ready Ln 146 Col 2 Chz NS

Note: often it's difficult to find a problem in Release version because optimizing compiler
may remove some variables and even reposition pieces of code. Optimization affects
information stored in minidump files and BugTrap reports. In this particular case it is not
possible to see ptr value in Visual Studio debugger with enabled optimization.

Usually it's better to disable compiler optimization during project development and
testing:
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BugTlrapTest Property Pages E

Zaonfiguration: |.ﬁ.ctive{ReIease} ﬂ PlatFaorm: |.ﬁ.ctive{'-.-'-.-'in32]| ﬂ Configuration Manager. .. |

‘3] Configuration Propertie # Cptimization ﬂ
General Global Optimizations [
Debugging Inline Function Expansion Only __inline {/0b1})
8 I+ Enable Intrinsic Functions Mo
General Floating-Point Consistency Default Consistency
% Optimization Fawor Size or Speed Meither
Preprocessar Qmit Frame Poinkers Yes (/0y)
Code Generatio Enable Fiber-safe Optimizations Mo
Languagfa Optimize For Processor Blended
Porftl;ﬂur:i:;ds Hey Optimize For Windows Application Mo
Browse Informz
Advanced
Zommand Line
(2 Linker

(Ll Resources

(27 Browse Information

(2 Build Events

[Z3 Cuskom Build Step ¥
L4 b

Dptimization

Select option For code optimization; choose Cuskom to use specific optimization options,
(fod, JO1, JO2, {0}

(] | Cancel Help

In most cases environment on client's computer differs from the environment on
developer’'s computer: application binaries may be located in different folders, versions of
system DLLs may not match. In this case “Call Stack” window won’t display much useful
information and Modules window will display warnings “No matching binary found”:

Address .. Program imeskamp
q 0 ) 1 1 1 BugTrapTe... o g id.
nkdll.dll 77F80000-77FFEO00 FCAWIMNT swstem32ynkdll, 2 5.00.2195.... BugTrapTe... 09.06.2000... | Mo matching binary found.
kernel32.dll F7ES0000-77F36000 FCAWINNT svstem32kernel32. dll 3 5.00.2195.... BugTrapTe... 09.06.2000... | Mo matching binary found.
user3z.di F7E10000-F7ET4000 FCWINNT svstem 32 user32, dil 4 5,00,2195,,.. BugTrapTe... 09.06,2000,.. | Mo matching binary found.
gdizz.dll F7F40000-77F7C000 FCAWINNT svstem32ygdiz2 . dil 5  5.00.2195.... BugTrapTe... 14.06.2000... | Mo matching binary found.
comdlgzz.dil FEAEODDD-76E 10000 FCOWWWINNT swstem32icomdlgsz.dl - & 5.00.3103.... BugTrapTe... 12.09,2000... | Mo matching binary found.
shlvapi.dll FACT0000-77CEBAOO0  *CA\WINNT|system32)shivapi.dil 7 5.00.3103.... BugTrapTe... 14.06.2000... ) Mo matching binary Found.
adwapidz, F7DBO000-77EQADO0 CHWINMT system32advapis2, § 5.00.2195.... BugTrapTe... 09.06.2000...§ Mo matching binary found.,
d dl *C, I, tad dil hirg b found
rpcrkd, F7D40000-770E0000 CHWINMT system32hrperkd, 9 5.00.2195.... BugTrapTe... 0&.07.2000...§ Mo matching binary found.
dil *C, I, if dll hirg b found
comckl3z, dil F7BS0000-77B02000 FCWINNT swstem32ycomet 32, dll 10 5,81.3103.... BugTrapTe... 14.06,2000... | Mo matching binary Found. -
= Ls
< | ?

Aukos Locals @ ‘Watch 1 @ Call Stack Modules @ Breakpoints Command Window | B Sutput

In this case you should create a folder, copy valid binaries with appropriate versions to that
folder and specify path to that folder in MODPATH command argument:
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BuglrapTest_bug report_030709-170941 Property Pages

Zonfiguration: |.ﬁ.ctive{Dehug} j | J Configuration Manager. .. |

=3 Configuration Properties =
g Debugaging Command ciDacurents and SettingsiMaks Pyatkonskivi iy Do

MODPATH=C:bin

Command Arguments

-
Working Directorsy c:\Documents and SettingsiMaks Pyatkowskivity Do
Attach Mo
Symbol Path

B
Debugger Tyvpe Auko
S0 Debugging Mo

B
Conneckion Local

Femate Machine
Remote Command
HTTP LEL

Command Arguments
The command line arguments to pass to the application.

k. | Cancel Help

The debugger should work as expected after the restart, and you should be able to
discover the problem. Though you may notice that Modules window still displays warnings
“Cannot find or open a required DBG file” or “No symbols loaded” for system DLLs:

ame Address Fath .| Wersion Program Timestamp Information -
@ BugTrapTes uli] ooo TrapTes! 1 0 BugTrapTe... 0 nb d.

nkdll.dll F7FG0000-77FFBE000 chsyminkdll dil 2 5.00.2195,,., BugTrapTe... 0906,2000,,, | Cannot find or open a required DEG File,
kernel3z.dil F7ESD000-77F36000 csymikernel3z2.dl 3 5.00.2195,,., BugTrapTe... 0906,2000,,, | Cannot find or open a required DEG fila, A
user3z.di F7E10000-77E74000 cisymiuser3z.dil 4 5.00.2195.... BugTrapTe... 09.06,2000,.. | Cannot find or open a required DEG file.
gdizz.dl F7F40000-77F7C000 chsymigdizz. dil 5  5.00.2195.... BugTrapTe... 14.06.2000.., | Cannot find or open a required DEG Ffilz.
corndlgaz.dil FEAEODDD-76E 10000 cisymicomdigzz. di 6  5.00.3103.... BugTrapTe... 12.09.2000... | Cannot find or open a required DEG Ffile.
shlwwapi.dil FRCTO000-77CBADOO c:isymishiwapi.dll 7 5.00.3103.... BugTrapTe... 14.06.2000... | Cannot find or open a required DBEG File.
advapi3Z. di F7DEOO00-77EQAQOD csymiadvapizz.dil g 5.00.2195,,., BugTrapTe... 0906,2000,,, | Cannot find or open a required DEG File,
rpcrks dil F7040000-77DE0000 cihsymirperkd, dil 9 5.00.,2195,,., BugTrapTe... 06,07.2000,., | Cannot find or open a required DEG File,
camcklzz, dil F7ES0000-77ELS000 cisymicomet 32, dll 10 5.81.3103.... BugTrapTe... 14.06.2000... | Cannot find or open a required DBG file, Jo.
7] ! 2
Aukos Locals @ Watch 1 ﬁ Call Stack Modules @ Breakpoints | 7] Command Window | Bl outpuk

Such warnings can be fixed after copying remaining symbol files (PDB and DBG files) to
binaries folder or after specifying up a path to Microsoft Symbol Server:
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- Environment Symbaols

#- Projects and Solutions ' IJsing symbol files from an unknown or untrusted location can be

*- Source Control + % harmful ba your computer,

+- Text Editor

+- Database Tools Syrnbal File {pdb) locations:

= Debugding http:/ fmsdl. microsoft, com/download)symbaols
General
Edit and Continue
Just-In-Time
Miative
Svmbaols
+- Device Toals Cache symbals from symbal servers to this direckary:
+-HTML Designer csymbals
+|- Platform Builder for CE =
+- Windows Farms Designer [ ]5earch the above locations only when symbals are loaded manually

Load symbols using the updated settings when this dialog is closed

(04 ] [ Cancel

3.3.3.2Minidump files in WinDbg

WinDbg is a powerful debugger with a graphical interface that can debug both user-mode
and kernel-mode code. WinDbg can view source code, set breakpoints, view variables
(including C++ objects), stack traces, and memory. WinDbg includes a Command window
to issue a wide variety of commands, and supports kernel-mode remote debugging using
two computers (host and target machine). It also allows remote debugging of user-mode
code, and 64-bit debugging. WinDbg can be downloaded for free from Microsoft Windows
Debugging Tools web site.

Open crash dump file in WinDbg by selecting “File\Open Crash Dump” menu command.
Switch to command view by selecting “View\Command” menu command. Enter the
following commands:

a) enter .synpath command followed by semi-colon delimited list of directories with
PDB and DBG files;

b) enter . srcpath command followed by semi-colon delimited list of directories with
source files;

c) enter . exepath command followed by semi-colon delimited list of directories with
executable files;

d) enter.ecxr to display the context record associated with current exception.

For example:

.synmpath c:\test\sym
.srcpath c:\test\src
.exepath c:\test\bin
. CXr

Page 17 of 45


http://www.microsoft.com/whdc/devtools/debugging/default.mspx
http://www.microsoft.com/whdc/devtools/debugging/default.mspx

BugTrap Developer’'s Guide

e) You may wish to append a path to Microsoft Symbol Server to . synpat h command
in order to download symbols for system DLLs:

| .sympath c:\test\sym SRV*c:\synbol s*http://nmsdl . m crosoft.conl downl oad/ synbol s |

If everything is configured well, WinDdg may display this information:

& Dump C:\Documents and Settings\Max\My Documentsidumpicrashdump.dmp - WinDbg:6.6.0007.5
File Edit Wiew Debug Window Hi

ERERE e I R b

EBX

Ay

101
101

O DREEPEOREODE =

<« CBugTrapTestApp message handlers

woid CBugTrapTestApp: :OnTesthccessViolation()

Processes and Threads =
A0 App command to run the dialog ap = Du?jij;r'_ﬂ dlil:\nocmnts and Serringsy
woid CBugTrapTestApp: OnAppAbout() DDl:edD
CAboutDlg aboutDlg: m
aboutDlg . DoModali); 3 | >
1 - 2

[l ssssssssssssssssssssstssssssssssasaaaann. . |

Rawargs Funcinfo Source Addrs Headings

1 Monvolatile reqs  Frame nums  Source args
## Throwing un—handled exception

int* Etr =0

¥

Mare Less

BugTrapTe=tD |CEBugTrapTe=tiApp: - OnTe a
EFugTrapTeas=tD!_ AfmxDi=patchComdM=o+0x
BugTrapTe=tD ! CClmdTarget : : OnlrodM=og+
BugTrapTe=tD | CPFramend: : OnCmdM=g+0
EFugTrapTae=tD | CWand: : OnConmiand+0xled
EBugTrapTe=tD ! CFram=Tnd: : Onlonmiand+ :

woid CBugTrapTestipp:  UnTestCppExceptioni )
1

## Throwing un—handled exception
CArrav<int: arrav.
arrav.SetSize (1000000000 ;

4 | ?
} — —
E IT . b Locati
< | 5 ypecast  Locations

Har=

Talus=

_m

eip=0040159d1 e=sp=0012£274 ebp=0012f{27c iopl=0

.Y

cs=001b =s=0023 d==0023 e==0023 fs=003b gs=0C  H="is OxODSEATA0 slass
*xx WARNING: Unable to wverifv checlksum for BugTrar HA cwinapy =lass CWinipp
BugTrapTestD | CBugTrapTestipp: OnTestAcces=Violatic
0040159d1 70000000000 mnow dword ptr [eax].[l

b’
< | >
|D:DC|2:=- | £ | b4

Ln 148, Col 11 Sws uC:\Docu| Proc 000:e58  Thrd O02:ef0

3.3.4 Automatic MAP files analysis

A MAP file is a text file that contains the following information about the program being
linked:

« the module name, which is the base name of the file;
+ the timestamp from the program file header (not from the file system);

a list of groups in the program, with each group's start address (as section:offset),
length, group name, and class;

a list of public symbols, with each address (as section:offset), symbol name, flat
address, and OBJ file where the symbol is defined;

+ the entry point (as section:offset).
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Note: Microsoft has discontinued proper support of MAP files starting from Microsoft
Visual Studio 2005. New linker can’t generate line numbers in a MAP file and
/ MAPI NFO. LI NES option is no longer supported. CrashExplorer won’t extract source file
names and line numbers from such MAP files which makes MAP files useless on the new
platform.

However this doesn’t mean that there is no reason to use CrashExplorer with Microsoft
Visual Studio 2005 because CrashExplorer can extract symbolic information from PDB
files. Most developers won'’t release products to their customers with accompanying PDB
files because PDB files can simplify reverse engineering. Therefore it is better to keep
PDB files for every public release on developer's machine and use CrashExplorer to
convert raw addresses from a log file to human readable report with symbolic information.

MAP file may be generated during project linking. You should not distribute this file to your
customers. It should be saved on developer’s computer for every public release. MAP file
is your latest opportunity to find symbolic information about the error if you don’t have PDB
file or crash dump was not successfully generated (DbgHelp has certain problems on
Windows 9x).

In order to generate MAP file for your project, follow these steps:

1. select Release configuration in “Project Settings” dialog.

2. you should already have selected “Program Database” format of debug information

on “C/C++\General” tab if you make PDB files for Release configuration. This option

can be used with MAP files. If you don’t want to make PDB files you should at least

select “Line Numbers Only” format (it enables / zd compiler option).

enable “Generate Map File” option on “Linker\Debugging” tab.

4. enable “Max Exports” and “Map Lines” options in Visual Studio 2003 or add custom
linker switches “/ MAPI NFO. EXPORTS” and “/ MAPI NFO. LI NES” in Visual Studio 6.

5. optionally configure “Map File Name” option in Visual Studio 2003 or adjust custom
linker switch “/ MAP: <Map Fi | e Nane>" in Visual Studio 6.

w

Use these pictures for the reference:

Page 19 of 45



BugTrap Developer’'s Guide

Visual Studio 7

BuglrapTest Property Pages

Configuration: |F'-Eti'~fEl:RE|EESE]' ﬂ FlatFarm: |ﬂ-ctive(Win32]l ﬂ Configuration Managet ... |
=3 Configuration Properties aenerate Debug Info Yes {/DEBUG)
General Generate Program Database File ${0utDir),/$(TargetName).pdb
Debugging Skrip Private Symbiols
3 ofc++ Generate Map File Yes {/MAP)
{23 Linker Map File Name ${0utDir)/$(TargetName).map
General Map Exports Yes {/MAPINFO:EXPORTS)
Input Map Lines Yes (/MAPINFO:LINES)
¥ Cebuggable Assembly Mo Debuggable attribube emitked
Swskemn
Optirizakion
Embedded ICL
Advanced

Command Line
(23 Resources
(23 Browse Infarmation
(23 Build Events
[Z3 Custam Build Step

(3 Weh Deployment Generate Debug Info

Enables generation of debug information.  (DEBLG)

k. | Cancel | Help |

Visual Studio 6

Project Settings

j General | Debug | C/C++  Link | Rezourc EE

Categarny: | General ﬂ Beset

Cutput file name:

|Helease£T et exe

Objectdibrary modules:

[ Generate debuginfe | Ignaore all default libranies

[ Link incrementally v Generate mapfile

[ Enable profiling

Project Optians:

/pdb"'Releazes/Test pdb" /map:''Beleaze/Test.map' A
/machine:| 356 fout"Releasel | est exe 7

MAPINFOLIMES AMAPINFO.E=PORTS w

Page 20 of 45



BugTrap Developer’'s Guide

Log file can be generated either in plain text (BTRF_TEXT) or in XML (BTRF_XM.) format. Plain
text is more suitable for human but it is almost useless if you want to parse and
automatically handle log information. By default BugTrap generates log files in XML format.
Output format can be changed by calling BT_Set Repor t For mat () .

XML format has one great advantage: it can be parsed by CrashExplorer. CrashExplorer
merges raw addresses retrieved from XML file with symbolic information found in MAP or
PDB files and restores complete stack trace even when PDB file with symbolic information
was not available on customer’s computer:

' Crash Explorer. g@@
i BugTrap Test @ Express Mode. | Manual biode

'] A crash has been detected by BugTrap Log File! D:\BugTrapTestE errotlog without symbals. xml Calculate
ﬁ To help the development process, this program wil try and gather the information about the

crash, and the state of your machine at the time of the crash. This data can then be submited ko Map Folder: DiiMap: Files
product suppart o saved ta afils, LT iiMap E Copy

Product support site: - hittp: /v, bug-hunters.com Exception Reason
ave

BugTrapTestE exe caused ACCESS_VIOLATION in module “Dv\Documents and

BugTrapTestE, sxe caused ACCESS_VIOLATION in moduls "Di\BugTrapTastE exe" Close Settings\MaxiMy Documentsivisual Studio

Projects\BugTraplwin32\bin\BugTrapTestE exe" at 0016:00401333,
CBugTrapTestapp: :OnTestAccessviolation()+19 byteds) in "d:\documents and

settingsimaximy documentsivisual studio

projectsbugtrap|wina2|examplesibugtraptestibugtr sptest cpp", line 161+3 byts(s)

Exception Reason

&t 001B:00401333

Submit Bug

Registers
EAX=00000000 EBX=00000111 ECX=00451420 EDX=00000000 Stack Trace
ESI-0043E79C EDI-00000001 FLG=000L0Z12 - =
EBP-0012F634 ESP-0012F62C EIP-00401333 (aliES IRUvEEtEw A
C5-D01E DE-0023 §5-0023 ES-0023 FS-003E  G5=0000 001B:00401333  CBugTrapTestApp::OnTestAccessiiolationt}+19 bytets)  d:docum
O01B:0041B504 _AfxDispatchCmdMsa()+61 byte(s) Filws70bu
001B:0041B6E7  ComdTarget::OnCmdMsa(H266 btels) Filws70bu
Stack Trace: O0LB:0042EBAD  CFramedwnd: :OnCmdmsgl+119 byte(s) FriwsTobu
P — Ty a DDLB:0D41E3CE  CWind:OnCommand()+51 byte(s) Flus70bu
OD1B:00401333 DilEugTrapTestE, 0DLE:0042E76E  CFrametynd:OnCommand()+113 byke(s) Filws70bu
: :‘ ugTrapTeste.exe O01B:0041C4FS  Cwind: WwindawPract)+34 byteis) filws70bu
331:388212222 b: g:ﬂ:g”:zigzzz 001B:0041E303  AfxCallwrdProct)+145 byke(s) F\ws70bu
016004 22RAD :BugTraETestE:axE OD1B:0041E393  AfxwndProc(i+52 byte(s) f\ws70bu

001B:77048734  GetDCO4+103 bytels)
O01B:77048616  GetDC{)+335 byte(s)
001E:77D4B4C0  DefWindowPracw(H388 bytels)

D:
o}
001E:0041E9CE D
0016 0042E768 DiiBugTrapTestE.exe
Di\BugTrapTestE.exe
D:

BugTrapTestE.exe )

gsiggg:i;g 001E:77D4E50C  DefwindowPracw(+464 byte(s)
et byt 001B:7CIEAES  KilserCallbackDispatcher()+19 byte(s) v

< >

i
i
!
\ugTrapTestE. exe
i
|
!

BugTrap running without PDB file

CrashExplorer restores stack trace

Before using CrashExplorer you should prepare a folder with MAP or PDB files for all
modules (EXE or DLL files) in your project. If you have not used any libraries except of
MFC or standard Windows DLLs, simply copy one MAP or PDB file for the main
executable. If your project includes main executable and two additional DLLs, you should
copy three MAP/PDB files to this folder. If you don’t have MAP and PDB files for certain
modules and XML log file doesn’t include symbolic information for these modules,
CrashExplorer won’t be able to display stack trace with function names and line numbers
for such modules. Every MAP/PDB file should have the same base name as corresponding
module:

MAP file mapping PDB file mapping
MyApp.exe => MyApp.exe =>
MyApp.map MyApp.pdb

-or- -or-
MyLib.dll => MyLib.dll =>

MyLib.map MyLib.pdb
Once you have prepared a folder with MAP and PDB files, specify a path to the XML log

file and press Calculate button. Program output can be copied to the clipboard or saved to
a text file:
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W Crash Explorer |Z| |E| E|

Express Mode | Manual Mode

Loq File: |D:'|,EEuu;|Tra|:|TestE errorlog without symbals, xml |[ ] | Calculake |

Map Folder: | O iMap Files H ] [ Copy ]

Exception Reason

BugTrapTestE . exe caused ACCESS_WIOLATION in module "0:\Docurments and
Settings\Maxi My Documents) visual Studio
ProjectsiBugTrapiwin32\bin\BugTrapTestE. exe” at O01B:00401333, Close
CBugTrapTestapp: :OnTestAccessYiolation 1+ 19 bytels) in "d:\documents and
settingsimaximy documents!visual studio
projectsibugtrapiwindzlexamplesibugtraptestibugtraptest. cpp”, line 16143 bykeis)

Stack Trace
Address Function File e
O01E:00401333  CBugTrapTestApp:iOnTestAccessYiolation{j+19 bytels)  di\docurm
001B:0041B504  _AFxDispatchCradMsgli+61 bykeis) Frivs70RBU
001B:004166E7  CCmdTarget: :OnCmdMsgl+266 bytels) Fiinwes7T0bU
001B:004ZEBAD  CFramewnd: :onCrmdMsgli+119 bykels) Fiiwes70bU
O01E:0041E9CE  OWnd::OnCommand(i+31 bytels) Fhws70bu
O01B:0042E76E  CFrameWwnd: :OonCommand(i+113 bykels) Frivs70bu
O01B:0041C4F9  Cwind: windowProo])+354 btels) Fiinwes70bU
001B:0041E303  AfxCalwndProc 14145 bykels) Fiiwes70bU
O01E:0041E393  AboWndProc{+52 bytels) Fhws70bu

O01E:770458734  GetDC(+109 bykels)
O01E:77046516  GetDiC(+335 bytels)

001B: 7704640 DefwindowProoWw(1+335 bykels)
001E: 77046507 DefwindowProcW{i+464 bytels)
O01B:7C0EAES  KilserCallbackDispakcheri+19 bykeis)

£ |

[F 1%

|

CrashExplorer running in express mode

- Map Files |Z| |E| [z|
File Edit ‘jew Favorites Tools  Help .1.'
€ J Lﬁ: H.__ ) search g

. Address i@ 0:\Map Files V| o

EugTrapTestE.map
Linker Address Map
1,007 KB

We have been working on one module for the main executable in this project, so we have only one MAP file

You may also restore symbolic information manually (on Manual Mode tab). This might be
useful if you have chosen plain text format of log files. BugTrap always stores hexadecimal
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crash address in text log file, even if you don’t distribute PDB file to customers. The
following example shows error message without symbolic information (without source file
name and line number):

BugTr apTest . exe caused ACCESS VI OLATION i n nmodul e "<Execut abl e
Pat h>\ BugTr apTest . exe" at 001B: 00401333

001B: 00401333 is a crash address, but you only need to know the address offset (address
part after the colon). It's 00401333.

Text log also includes physical load addresses for every module (DLL or EXE file) loaded
in process address space. Physical load address is vital for mapping crash address to
source file name and line number in your project. Most developers rarely rebase project
modules (adjust load addresses of every loaded module to avoid module overlapping in the
memory). Operating system changes load addresses for overlapped modules. Therefore
physical load addresses may not match to preferred load addresses specified during
module linking. You may find module load addresses in module information block, for
example:

Process: BugTrapTest.exe, PID: 2312, Modul es:

<Execut abl e Pat h>\ BugTrapTest.exe (1.0.0.1), Base: 00400000, Size: 002C8000

C.\ W NDOWB\ systenB2\ntdl | .dl | (5.1.2600.2180), Base: 7C900000, Size: 000B0000
C: \ W NDONB\ syst enB2\ kernel 32.dl I (5. 1.2600.2180), Base: 7C800000, Size:
000F4000

C.\ W NDOWB\ syst enB2\ USER32. dI | (5. 1.2600. 2622), Base: 77D40000, Size: 00090000
C.\ W NDOWE\ syst enB82\ GDI 32. dl | (5. 1.2600. 2818), Base: 77F10000, Size: 00047000

There are a lot of modules loaded in address space of the process. We need to know
physical load address of one module. We are looking for a module that caused an
exception. According to the log file this module is BugTr apTest . exe:

BugTrapTest. exe caused ACCESS VI OLATION i n nodul e " <Execut abl e
Pat h>\ BugTr apTest . exe" at 001B: 00401333

So, now you have physical load address of BugTr apTest . exe module - according to the log
file, it's 00400000. By the way most EXE files are loaded at this address, though it may vary
for different DLLs. Let’s sum up all available information:

Crash Address 00401333
Module Name BugTrapTest.exe
Physical Load Address 00400000

It's quite enough to find source file name, function name and line number if you have MAP
file for BugTr apTest . exe module. Note, CrashExplorer automatically extracts preferred load
address (00400000 in our example) from BugTrapTest. map file. Preferred load address is
the same as physical load address for this module, so you can leave it as-is. CrashExplorer
doesn’t know crash address, so you should put 00401333 to corresponding field.

Press Calculate button and check the result:
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% Crash Explorer

Express Mode | Manual Mode

Map/Pdb File: | D:\Map FilesiBugTrapTestE map D

Base Address: | 00400000 Module Size;
Crash Address: | 00401333

Source File: maximy documentsivisual skudio projectsibugtrapiwin3ztexamples bugtrapkestibugtraptest, cpp
Function Mame: |prokected: void _ thiscall CBugTrapTestapp: :OnTestAccessyiolation(void)+19 bytels)

Line Mumber: line 16143 bytels)

[ Calculate | [ Close

CrashExplorer running in manual mode

It's also possible to walk through call stack entries by specifying different call addresses in
“Crash Address” field.

3.3.4.1Summary

There are three different approaches to track information: PDB files, minidumps and MAP
files. Which approach is better? There is no absolute answer, but | would recommend the
following:

a) redistribute PDB files during beta testing to internal testers and SQA groups;
b) don’t redistribute PDB files to end users;

c) instead, store PDB files for all public releases in local repository;

d) always use minidump files;

e) use CrashExplorer along with PDB or MAP files for quick error analysis;

f) use minidumps along with PDB files for deep error analysis in the debugger.

3.4 Native C++ exceptions

It is also possible to intercept unhandled C++ exceptions using BugTrap. The following line
of code installs BugTrap terminate-handler called by the runtime on unhandled C++
exception:

| BT SetTerminate(); |

BT_Set Ter mi nat e() is just a macro that calls set _term nate() defined in C runtime. Since
set _terninate() is not defined in BugTrap headers, you should include <eh. h> in program
source. Note that set _terni nate() installs termination routine only in the active thread. In
multithreaded environment you should call BT_Set Ter mi nat e() in every thread. After proper
installation of termination routine, BugTrap automatically unwinds stack trace to the
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location of t hr ow statement that caused unhandled C++ exception and you may normally
see your function on top of the stack.

3.4.1 Integration with MFC

By default, MFC intercepts all un-caught exceptions derived from CExcept i on class, but you
may use BugTrap instead of MFC error handler. This, however, requires few additional
changes in your code, because BugTrap can’t intercept errors caught by MFC before
BugTrap handler. In order to let BugTrap be notified about exception first, you should
derive frame, view, dialog and window classes from BTW ndow class. BTW ndow class is a
template and it takes a name of base window class as a parameter. For example, if you
want to handle all uncaught exceptions in main frame class, you should derive your frame
class from BTW ndow<CFr ameWd> rather than CFr anewnd:

|class CMainFrame : public BTW ndow<CFr aneWd> ‘

Similarly, if you want to handle all exceptions in your view class, you should use this code:

class CMyView : public BTW ndow<CVi ew>
- Or -
class CW/View : public BTW ndow<CScr ol | Vi ew>

Other than that, no additional changes are required, it is not necessary to change base
class name in RTTlI macros (I MPLEMENT_XXX) oOr in message map macros
(BEG N_MESSAGE_MAP). As a bonus, BugTrap also recognizes exceptions derived from STL
exception class. For both types of exceptions, BugTrap can extract error description and
put it to the report.

If you have noticed, that after these changes Visual Studio doesn'’t treat your frame or view
class appropriately and doesn’t display command handlers for your class in a wizard, you
can add these lines to the header of your class:

[l this is required to bypass VS. NET parser issues
#i fdef __ NEVER DEFI NED

#defi ne BTW ndow<CVi ew> CVi ew
#endi f

class CWy/View : public BTW ndow<CVi ew>

3.4.2 Integration with ATL/WTL

ATL/WTL projects may also take advantage of BugTrap window classes. Even though ATL
doesn’t provide default exception handler, it is still better to let BugTrap handle all uncaught
errors before exception is passed to Windows. There is special version of BTW ndow class
defined for ATL. From user perspective, this class takes the same template arguments and
provides the same syntax:

|class CMainFrame : public BTW ndow< CFrameW ndow npl <CMai nFrame> > ‘

Page 25 of 45



BugTrap Developer’'s Guide

Unlike MFC which internally handles dialogs as normal windows, ATL uses specific classes
for dialogs. That's why all ATL dialog-derived classes should use BTDi al og rather than
BTW ndow.

‘ class CWDi al og : public BTD al og< CD al ogl npl <CWDi al og> > ‘

More complex projects may use ATL and MFC simultaneously. For such projects you
should prefix BTW ndow class name with ATL or M=C namespace:

class CWAtI View : public ATL:: BTW ndow< CW ndow npl <CWAt | Vi ew> >
- and -
class CM/M cView : public MC:: BTW ndow<CVi ew>

3.5 Custom log files

Often normal code causes an exception as a side effect of another logical mistake. In this
case standard error report may not help. Unfortunately there is no general approach which
could solve all logical errors. There are only some techniques which can simplify error
detection. Custom logging is probably the most efficient error-preventive mechanism.
Developers track important program activity in log files. These files can be viewed and
discovered after the crash.

BugTrap has built-in functions that can attach an arbitrary number of additional files to the
report in detailed mode (with flag BTF_DETAI LEDMODE was specified).

You can attach custom log files to the report as shown below:

BT_AddLogFi |l e(_T("LogFilel.txt"));
BT_AddLogFil e(_T("LogFile2.txt"));

If you want to export some keys from Windows registry and attach them to the report, you
can take advantage of built-in BugTrap function:

BT _AddRegFil e(_T("Settings.reg"),
_T("HKEY_CURRENT_USER\ \ Sof t war e\\ My Conpany\\ My Application\\Settings"));

Custom log files can be added when application is being started or you can set custom
error handler and perform additional initialization in this handler. Custom error handler is
called by BugTrap in response to the unhandled exception:

voi d CALLBACK M/Err Handl er (I NT_PTR nEr r Handl er Par am
{

}

BT_Set Pr eEr r Handl er ( MyEr r Handl er, 0);

. [/ last-m nute custom zati on

C/C++ developers don’t have standard logging functions. Many developers write their own
code. Typically, developers open a file, append a string and close the file. There is nothing
bad in this approach; however BugTrap includes built-in functions that can further simplify
this task. These functions have several advantages over the regular method:

. There are two different approaches on how to store log file records:
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O The traditional approach assures that new messages are immediately stored on
a disk upon appending them to the log. This method is ideal for large log files with
hundreds of thousands of records, because no data is stored in memory. Adding
records to such log file takes more time. Also, there is no way to purge old records
from log files. Recent records are appended to the end of the file. To permanently
store records on a disk, open log files in BTLF_STREAMmode.

O As an alternative, BugTrap can keep all messages in a list during normal
application processing so that new messages can be quickly added and old
messages can be quickly removed from the log. BugTrap automatically flushes all
messages to the disk before quitting the application. Such approach provides the
best tradeoff between the speed of log updates and crash resistance, but you
should not use this method on very large log files (usually more than 10,000
records). Both BTLF_TEXT and BTLF_XM. files cache log records in memory.

. Log files can be stored in XML (BTLF_XM.) or in plain text (BTLF_TEXT) format.
XML data can be exported to any other format, for example you can export XML
records to nice HTML table with few lines of XSL code. However, plain text can be
loaded into memory 5-10 times faster than XML dataset. BugTrap uses custom XML
parser, optimized for streaming large XML datasets and you will not notice much
difference in speed on files with few thousand entries. Larger files might require more
time to be parsed. So, you should consider the size of the file before making decision
about log format.

. All logging functions are thread safe and you can safely add log entries to the
same log file from different threads without explicit synchronization.
. Logging functions correctly deal with national characters. Log information is

encoded in UTF-8 format and you can correctly interpret any locale-dependent
information such as file paths.

. Log messages can be echoed to the STDOUT, STDERR and to debugger console.
. Log messages can be automatically filtered according to their severity.
1. Opening & closing

You can open an arbitrary number of log files. Use BT _OpenLogFi | e() to get the handle of
newly opened log file. This handle must be passed to one of the functions:
BT_AppLogEntry() or BT_lInsLogEntry(). You can use an arbitrary log file name in
BT_OpenLogFi | e() or you can pass NULL pointer to assign default name to the log. Default
log file name is " %APPDATA% <Application Name>\<Main Mdule Nane>. log". Log file
should be closed using function BT _d oselLogFile(). This function releases internally
allocated resources.

2, Controlling log size

You can limit maximum number of bytes (BT_Set LogSi zel nByt es() ) or records in a log file
(BT_Set LogSi zel nEntri es() ). Older records are automatically pulled out from the file. By
default log files are unlimited (log size = MAXDWORD).

3. Adding new records

BT_I nsLogEntry() inserts new records at the beginning of the file. BT_AppLogEntry()
appends new records to the end of the file. There are special versions of these functions
with printf-like syntax. It's also possible to enable time statistics for all log entries by
specifying BTLF_SHOWI MESTAMP flag in BT_Set LogFl ags() function. Timestamps are stored
in locale-independent format YYYY/ MM DD HH: MM SS.
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Note that you can't insert records into the begging of the log file in BTLF_STREAMmode. In
this mode records are stored on a disk immediately after appending them to the log.

4. Filtering output

Log output can be filtered using various log levels. Log level is assigned to every log entry.
The following log levels are available:

. BTL_ERROR - error messages (the highest priority);

. BTL_WARNI NG - warning messages;

. BTL_| MPORTANT — important information messages;

. BTL_I NFO- regular information messages;

. BTL_VERBOSE — verbose information messages (the lowest priority).

You can pass minimum desirable log level to BT SetLogLevel () and subsequent
BT_l nsLogEntry() or BT_AppLogEntry() operations will add all messages with specified or
higher priority to the log. For example you can set log level to BTL_WARNI NG and only
warning and error messages will be added to the log. You may even disable the output for
all log messages by passing BTL_NONE to BT_Set LogLevel ().

Every BT_lInsLogEntry() or BT _AppLogEntry() operation takes message level as an
argument. Different parts of your program may add information messages, warning
messages and error messages. You don’t have to add any extra code to specify which of
these messages must be added to the log. Single BT_Set LogLevel () call controls all
output. Usually this setting is stored somewhere in program configuration and user may
dynamically control the amount of produced log output. By default all messages are added
to the log file.

5. Echo mode

It is possible to duplicate log messages on the screen in console applications or dump
messages to the debugger console. By default log messages are only stored in a file, but
echo mode can be enabled using BT_Set LogEchoMode() function. Please note that enabled
echo mode decreases the speed of log updates because the output of log files sharing the
same echo mode is mutually synchronized. Normal log updates that don’t use any echoing
are performed much faster — literally instantaneously.

6. Code example
The following snippet of code calls different logging functions:

/1 open new log file, use the default log file nane

| NT_PTR i LogHandl e = BT_QOpenLogFi | e(NULL, BTLF TEXT);

/1 set log size = 100 records

BT _Set LogSi zel nEntri es(i LogHandl e, 100) ;

/] automatically add time statistics to | og out put

BT Set LogFl ags(i LogHandl e, BTLF_SHON.OGLEVEL | BTLF_SHOAI MESTAMP) ;
[l apply filter to | og output

BT_Set LogLevel (i LogHandl e, BTL_WARNI NG ;

[/l get default log file nane

PCTSTR pszLogFi | eNanme = BT_Get LogFi | eNane(i LogHandl e) ;
/] add customlog file to the report

BT_AddLogFi | e( pszLogFi | eNane) ;

/1 insert log entries at the begging of the file
BT_I nsLogEntry(i LogHandl e, BTL INFO, _T("custom |og message"));
BT I nsLogEntryF(i LogHandl e, BTL_WARNI NG _T("nuneric output: %l"), 123);
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[l - or -

/1 append log entries to the end of file

BT _AppLogEntry(i LogHandl e, BTL_ERROR, _T("another message"));
BT_AppLogEntryF(i LogHandl e, BTL_I NFO, _T("printf-like syntax: %s"),
pszMessage) ;

[/l Close log file
BT _Cl oselLogFi |l e(i LogHandl e);

C++ developers may prefer simplified interface of built-in BTTrace class that wraps these
functions:

BTTrace trace (NULL, BTLF TEXT);

trace.InsertF (_T("printf-like syntax: %s"), pszMessage);
/[l - or -
trace.Append (BTL_WARNI NG T ("something is wrong"));

3.6 Configuring reports delivery

Report may be delivered to product support by e-mail, over HTTP or TCP-based network
protocol. Every approach has its own advantages, see BugTrap server topic for details.
Destination e-mail address for error reports may be specified using such code:

| BT_Set Suppor t EMai | (_T("your @mai | . cont')); ‘

You may configure BugTrap to send error reports to BugTrap server by low-level TCP-
based network protocol, just specify desirable server host and port number:

| BT_Set Suppor t Ser ver (_T("l ocal host"), 9999); ‘

If you want to send error reports over HTTP rather than native BugTrap protocol, simply
specify server URL as host name, and BUGTRAP_HTTP_PORT or 80 as a port number:

BT_Set Support Server (_T("http://| ocal host/BugTr apWebSer ver/ Request Handl er . aspx")
, BUGTRAP_HTTP_PORT) ;

You may specify e-mail address where you want to receive notification messages about
incoming error reports from BugTrap server:

| BT_Set Not i fi cati onEMai | (_T("anot her @mai | . cont')); |

Note: notification e-mails may be disabled in BugTrap server configuration file.

3.7 Using BugTrap for Win32/64 in server applications

Server applications and various services must not show GUI. Default action can be pre-
configured for such applications and BugTrap won’t display any dialogs for such
applications. For example:

/1 Force BugTrap to submit reports to support server w o GUJ
BT_Set Acti vi t yType( BTA_SENDREPORT) ;
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It's also possible to restart your server after the problem from the custom error handler.
You can set custom error handler using BT_Set Post Err Handl er () .
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4 BugTrap for .NET

4.1 Adding BugTrap to .NET application

NET version of BugTrap is redistributed as managed library: BugTrapN.dll. This DLL
consists of managed and unmanaged code. Such design lets BugTrap support pure
managed .NET assemblies as well as mixed C++ assemblies that could throw managed
.NET exceptions and native Win32/64 exceptions.

BugTrap for .NET exposes both managed and unmanaged (native) interfaces. Managed
interface is accessible from C# or VB.NET code:

Excepti onHandl er. AppNane = "Your application name";

Excepti onHandl er. Fl ags = Fl agsType. Det ai | edMbde | Fl agsType. Edi t Mai | ;
Excepti onHandl er. DunpType = M ni dunpType. NoDunp;

Excepti onHandl er. Support EMai | = "your @nuai |l . cont';

Except i onHandl er. Support URL = "http://ww. your-web-site.cont;

Except i onHandl er. Suppor t Host "l ocal host";

Except i onHandl er . Support Por t 9999;

Unmanaged interface is accessible from native Win32/64 code and was discussed earlier.
It is possible to use any interface or even both interfaces in the same application.

4.2 Redistributing BugTrap for .NET

For performance reasons, .NET version of BugTrap uses wide character strings. This code
is compatible with Windows NT/2000/XP. Windows 98/Me support is abandoned .NET
version also depends on DbgHelp - you may find more information above. More
importantly, it requires Microsoft .NET Framework 2.0 and Visual C++ runtime. In
particular, the following DLLs are required:

* msvcm80.dll
*  msvcp80.dll
« msver80.dll

You may ship these DLLs with your application or you may wish to install Microsoft Visual
C++ 2005 Redistributable Package.

4.3 Error analysis for .NET applications

As well as Win32/64 version, BugTrap for .NET also generates error information in few
formats:

a) log files enriched with PDB files when possible;
b) minidump files.

4.3.1 Exception log

BugTrap for .NET generates detailed error log in XML or text format. Log file includes
managed stack trace for the thread that causes an exception. Due to certain limitations
of .NET framework, current version of BugTrap cannot produce managed stack trace for
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any other threads (i.e. only one thread is logged). We are working on this issue, trying to
extend BugTrap functionality.
Stack trace for the current thread, though, includes all necessary details:

<st ack>
<frane>
<assenbl y>BugTr apNet Test </ assenbl y>
<nat i ve- of f set >200</ nat i ve- of f set >
<il|-offset>49</il-of fset>
<t ype>BugTr apNet Test . Mai nFor nx/ t ype>
<met hod>Syst em Voi d excepti onButton_Cl i ck(System Obj ect sender,
Syst em Event Ar gs e) </ met hod>
<met hod>Syst em Voi d excepti onButton_ Click(System Cbj ect sender,
Syst em Event Ar gs e) </ nmet hod>
<fil e><Sour ce Pat h>\ Mai nForm cs</fil e>
<l i ne>2d</Ii ne>
<col um>4</ col um>
</ frame>

<st ack>

If you redistribute your application along with PDB file as it was discussed earlier, log file
includes line number and source file names. If PDB file is not accessible, log file includes
only assembly, type and method names.

4.3.2 Minidump files

As discussed, it is possible to generate redistribute applications without accompanying
PDB files, produce a minidump file and analyze it in WinDbg or in Visual Studio. It is
handled with the help of SOS Debugging Extension (sos.dll). This extension is redistributed
as a part of Microsoft .NET Framework. SOS adds several commands to Visual Studio
Debugger and WinDbg. By this time, the most recent version of SOS has one limitation: it
reveals readable call stack with method names and types, but it doesn’t show line numbers
and source file names. Supposedly, this issue should be resolved in the next revision of
Windows Debugging Tools. Moreover, there is yet another issue - SOS doesn’t seem to
work with  small minidump files (M niDunpNormal ). Full  minidump files
(M ni bunpW t hFul | Menor y) definitely work, but they are significantly larger. Unpacked crash
dump may consume 100 — 150MB. Archived dump file is smaller — 40MB which is better,
but still not usable in most cases. It also takes more time to prepare large dump and to
make an archive. Frankly speaking, current version of SOS doesn’t look like finished
product. It might be useful during product testing, but it is not recommended in production
environment. This line of code disables minidump output:

| Except i onHandl er . DunpType = M ni dunpType. NoDunp; |

To use minidump files in managed application, set dump type to full:

| Excepti onHandl er. DunpType = M ni dunpType. WithFullMemory;

The following example demonstrates sample session in WinDbg:
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1. load SOS extension from Microsoft .NET Runtime folder:

‘ .l oad C:\ W NDOWS\ M crosoft. NET\ Franewor k\ v2. 0. 50727\ SCS. dI |

2. check if the extension was loaded:

|.check

Output:

Ext ensi on DLL chai n:
C:\ W NDONB\ M crosoft. NET\ Fr amewor k\ v2. 0. 50727\ sos. dl | : i mage 2.0.50727. 42,
APl 1.0.0, built Fri Sep 23 00:27:26 2005
[ pat h: C.\ W NDOWB\ M cr osof t. NET\ Framewor k\ v2. 0. 50727\ sos. dl | ]

3. set symbol/source search paths:

.synmpath c:\test\sym
.srcpath c:\test\src
.exepath c:\test\bin

4. list managed threads:

I't hr eads

Output:

Thr eadCount: 3
Unst artedThread: O
BackgroundThread: 2
Pendi ngThread: 0
DeadThread: O

Host ed Runti nme: no

Pr eEnpti ve GC All oc Lock
I D OSID Thr eadOBJ State cC Cont ext Domai n Count APT

Excepti on

0 1 970 00164368 6020 Enabl ed 00000000: 00000000 001584f 8 1 STA
Syst em Excepti on (01293190)

2 2 4b4 00170550 b220 Enabl ed 00000000: 00000000 001584f 8 0 MrA
(Finalizer)

7 3 40 0015bf 48 220 Enabl ed 00000000: 00000000 001584f 8 0 Wkn

Note: there is an exception object in the Exception column for the first thread:
System.Exception (01293190)

5. display exception information of this object:

I pe 01293190

Output:

Excepti on object: 01293190
Exception type: System Exception
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Message: <none>

| nner Excepti on: <none>

St ackTrace (generated):
SP | P Functi on
0012F02C 00C8A759

BugTr apNet Test . Mai nFor m excepti onButton_C i ck(System Cbj ect, System Event Ar gs)
0012F044 7B060A6B System W ndows. Forms. Control . OnCl i ck( Syst em Event Ar gs)
0012F054 7B105379 System W ndows. For ns. Butt on. OnCl i ck( Syst em Event Ar gs)
0012F060 7B10547F

Syst em W ndows. For ns. But t on. OnMbuseUp( Syst em W ndows. For ns. MouseEvent Ar gs)
0012F084 7B0OD02D2

Syst em W ndows. For ns. Cont r ol . WrivbuseUp( Syst em W ndows. For ns. Message ByRef,

Syst em W ndows. For ms. MouseBut t ons, | nt 32)
0012FOD0 7B072C74

Syst em W ndows. For ns. Cont r ol . WAdPr oc( Syst em W ndows. For ns. Message ByRef)
0012F134 7B0815A6

Syst em W ndows. For ms. But t onBase. WhdPr oc( Syst em W ndows. For ms. Message ByRef)
0012F170 7B0814C3

Syst em W ndows. For ns. But t on. WhdPr oc( Syst em W ndows. For ns. Message ByRef)
0012F178 7B07A72D

Syst em W ndows. For ns. Cont r ol +Cont r ol Nat i veW ndow. OnMessage( Syst em W ndows. For ns

. Message ByRef)
0012F17C 7B07A706

Syst em W ndows. For nms. Cont r ol +Cont r ol Nat i veW ndow. WhdPr oc( Syst em W ndows. For ns. M

essage ByRef)
0012F190 7B07A515 System W ndows. For ns. Nati veW ndow. Cal | back(IntPtr, Int32,

IntPtr, IntPtr)

St ackTraceStri ng: <none>
HResul t: 80131500

Now we have long awaited stack trace.

4.4 Notes for GUI .NET applications

Microsoft .NET Framework 2.0 lets you enable Windows XP themes support by calling
Appl i cati on. Enabl eVi sual Styl es() . By default, this code is added to every new project by
AppWizard. BugTrap may initialize Windows Common Controls before XP themes are
enabled in your code. Windows Common Controls 5.x handles may be impurely interpreted
by ComCitl32 version 6.x. You may notice this problem when you do not see any icons in
BugTrap GUI. The issue may be fixed by adding a manifest file to your application:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<assenbly xm ns="urn: schemas-mni crosoft-comasm v1l" manifestVersi on="1.0">
<assenbl yl dentity
versi on="1.0.0.0"
processor Ar chi t ect ur e=" X86"
name="M cr osof t . W ndows. Cormon- Cont r ol s"
type="w n32"
/>
<descri pti on>W ndows formnms conmmon control s nanifest</description>
<dependency>
<dependent Assenbl y>
<assenbl yl dentity
type="w n32"
nane="M crosoft. W ndows. Conmon- Cont r ol s"
versi on="6.0. 0. 0"
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processor Archi t ect ur e=" X86"
publ i cKeyToken="6595b64144ccf 1df "
| anguage="*"
/>
</ dependent Assenbl y>
</ dependency>
</ assenbl y>

If your executable is called MyApp. exe, then this file must be named M/App. exe. mani fest . It
must be copied to the same folder as your executable. To automate this task, save this file
as app. exe. mani f est, put it to your project and add a command to post build events:

Past-build event cammand line:

copy "${ProjectDir Japp.exe. manifest" "${TargetPath). manifest"

| EditPostbuid... |

This command will automatically rename and copy manifest file to the folder with the
executable.
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5 BugTrap server

Error reports may be delivered to product support in e-mail attachments, over HTTP or low-
level TCP-based network protocol.

1. E-mail attachments

E-mail attachments are ideal for distributing small files across the Internet.

Advantages:
a) this approach doesn’t require installing any additional servers. You may simply
use your Internet Service Provider;
b) error reports can be transparently delivered through firewalls;
c) product support may handle error reports in standard e-mail clients and provide
customers with feedback via e-mail.

Disadvantages:

a) it's very difficult or even impossible to handle e-mail messages with attached
error reports automatically. For example, you cannot effectively filter error reports
for multiple products;

b) most SMTP servers reject e-mail messages with large attachments — it may
cause problems with large minidump files stored in the attachment.

2. Low-level TCP-based network protocol

BugTrap may deliver error reports to BugTrap server over light-weight network protocol
optimized for transferring large amounts of data. BugTrap server provides better
opportunity for products with complex support on the local network. Usually this is the
most suitable option for software developers, SQA groups and local testers during
product development and beta-testing.

Advantages:

a) error reports may be automatically stored in the repository, arranged by product
name and filtered according to configuration file;

b) there are no limitations regarding the size of the report, it may include large
minidump file as well as you can attach arbitrary number of custom log files to
the report;

c) BugTrap server is extremely fast and lightweight server. It can be effectively
used on the local network. It can be installed on any computer and it doesn’t
require Web-server.

Disadvantages:

a) native BugTrap protocol may be blocked by firewalls, that's why this option is
primarily intended for local area network.

3. HTTP protocol

Since most computers are protected by firewalls, BugTrap server may not successfully
receive error reports from the Internet. This can be solved using BugTrap Web server.
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BugTrap Web server may handle error reports received over HTTP protocol - a
standard transport protocol transparently passed through firewalls.

HTTP protocol is not as efficient for data transfers as native BugTrap server protocol
and BugTrap Web server requires a computer with Web-server (Microsoft IIS 5 — 6), but
BugTrap Web server may handle all reports automatically without any user interaction.
This is the best option for products with complex support on the Internet.

Advantages:
a) error reports may automatically be stored in the repository, arranged by product
name and filtered according to configuration file;
b) there are no limitations for report size, it may include large minidump file as well
as you can attach arbitrary number of custom log files;

c) error reports can be transparently transferred through firewalls.

Disadvantages:
a) you have to maintain a computer with Web-server (Microsoft [IS 5 — 6) on the
network;
b) HTTP protocol is not as efficient as native BugTrap protocol and BugTrap server
is much faster than BugTrap Web server running on Web-server.

The rest of this chapter describes BugTrap server and BugTrap Web server.

5.1 BugTrap server

BugTrap server is a standalone server that handles all requests using lightweight TCP-
based protocol. It doesn’t require Web-server and it can be started on any computer.

The same server may receive reports from multiple products. You may restrict the list of
products and the amount of the received information in one config-file. Win32/64 and .NET
versions reuse the same network protocol, so the same server may be used for both types
of applications. It's possible to receive e-mail notifications about incoming reports from
BugTrap server.

There are two versions of BugTrap server available:

a) .NET version of BugTrap server optimized for Windows 2000/XP;
b) platform-independent Java version of BugTrap server.

Both versions reuse the same format of XML configuration file and maintain the same
repository. Both versions use asynchronous network operations and thread pooling for
optimal performance and scalability.

BugTrap server is designed to be stable and to continue normal reports processing even in
case of unexpected internal errors: it just writes error information to system event log
(.NET version) or standard error stream (Java version), closes broken connection and
terminates broken task. At the same time other threads remain stable and unaffected.

5.1.1 Installing .NET version of BugTrap server

.NET version of BugTrap server requires Microsoft .NET Framework 2.0.
BugTrap server can be installed on Windows NT platform as Windows service or it can be
launched as typical Win32/64 application with / r un command line option.
Though BugTrap server may be used as normal Windows application, it's strongly
recommended to run BugTrap server as Windows service on Windows 2000 or Windows
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XP operating systems. You may install and uninstall BugTrap service in the command
prompt:

Installation command line: BugTr apServer.exe /install

De-installation command line: BugTrapServer. exe /uninstall

5.1.2 Installing Java version of BugTrap server
Java version of BugTrap server requires the following components:

a) Java 2 Platform, Standard Edition 5.0 (J2SE)
http://java.sun.com/j2se/1.5.0/download.jsp

b) JavaMail 1.4
http://java.sun.com/products/javamail/downloads/index.html

c) JavaBeans Activation Framework 1.1
http://java.sun.com/products/javabeans/jaf/downloads/index.html

Server code is located in BugTrap\ Server\JBugTrapServer\JBugTrapServer.jar file.
BugTrap server can be executed using the following batch file (the example assumes
J2SE, JavaMail and JAF are installed on your computer):

@cho of f

set JAVAHOVE=%Pr ogr anfi | es% Java

set JDK=j dk1l.5.0_07

set JMAIL=javamail-1.4

set JAFsjaf-1.1

set JAVABI N=% AVAHOVE% %) DK% bi n

set CLSPATH=". ; %JAVAHOVE% % DK% jre\lib\rt. | ar; %JAVAHOVEX %I MAI L% nai | . j ar;
% AVAHOVE% % AF% acti vation. jar"

"% AVABI N% j ava. exe" -cl asspath JBugTrapServer. jar; %CLSPATHY%
BugTr apSer ver . Server App 2>>BugTrapServer Error.| og

Note: the example above redirects standard error output stream to
BugTrapServer Error. | og file. This is useful for tracking internal server errors.

5.2 BugTrap Web server

BugTrap Web server is a typical ASP.NET Web-application. It should be registered as
typical Web-application in Internet Information Server 5 or 6.

The same server may receive reports from multiple products. You may restrict the list of
products and the amount of received information in one config-file. Win32/64 and .NET
versions reuse the same network protocol, so the same server may be used for both types
of applications. It's possible to receive e-mail notifications about incoming reports from
BugTrap Web server.

5.2.1 Installing BugTrap Web server

BugTrap Web server requires ASP.NET 2.0 and Microsoft .NET Framework 2.0.
BugTrap Web server directory contains several files such as Request Handl er. aspx and
Web. config. RequestHandl er. aspx intercepts client requests and redirects them to
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corresponding DLL located in bin directory. Request Handl er.aspx should be explicitly

specified in HTTP address passed to BT_Set Support Server () :

‘ http:// <domai n nanme>/ BugTr apWebSer ver / Request Handl er . aspx

By default BugTrap Web server doesn’t have permission for creating new folders on your
computer. You should create the repository and manually grant mMdi fy privilege for this

folder to ASPNET user.

Let's suppose you want to store error reports in reports sub-folder of your Web

application. In this case you should complete the following steps:

N Ok WN =

create new report s folder (typically in C:\ I net pub\ wwr oot \ BugTr apWebSer ver );

open properties window for newly created folder;
switch to Securi ty tab in folder properties;

click Add button;

type ASPNET in object names field and press K button
select Modi fy checkbox;

press oK button to save changes.

reports Properties

PX

General | Sharing | Secunty | web Sharing | Customize
Group or uzer names:
ﬁ Adminiztrators [WIRGOYAdministrators] ~
ﬁ ASP.MET Machine Account [WIRGOWASPHET]
€7 CREATOR OWNER
ﬂ Makz Pyatkovzkio MARGOYM akz Poatkovzkiv)
P oucTon L
£ »
[ Add... ] [ Hemowve ]
Permizzions for 5P MET
bl achine dcocount Allona Dery
Full Cantral O ] o
b cudify ]
FRead & Execute Fl
Lizt Folder Contents ]
Read ]
it ] w
Far zpecial permissions or for advanced settings,
click Advanced. —
[ k. l [ Cancel ] [ Apply

|

5.2.2 Testing BugTrap Web server

Usually it's easier to test BugTrap Web server using “BugTrap Request Simulator” web

page and only then use real BugTrap client.
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1. custom errors mode is enabled in Wb. confi g for easier diagnostics. By default
detailed error information will be shown to users locally connected to Web-server.
You can make this information available for remote users, just set <cust onErrors
mode="On"/ > in Wb. confi g and save your changes;

2. open your browser and go to
http://<server nane>/ BugTrapWebSer ver/ Request Si nul at or. ht nj
3. fill out test form with arbitrary product information:

BugTrap Web Server
Frotocol Signature:  |BTO1
Message Type: Compound Message v
Message Flags: 0
Application Mame:  |MyApp
Application Version: [1.0
Report Data Type: | Plain Text v

Motification E-mail: |
Report Data: C:\AnyFile txt

[ submit Heport ]

Copyright @ 2005 IntelleSoft - hitp Moo intellesoft. nets

Note: you should leave notification e-mail empty unless you have properly configured
SMTP-server in Wb. confi g as described below.
4. press “Submit Report” button;
5. you should see the following message if everything is properly configured and the
repository is accessible for ASPNET user:

- <results
<code=0K</codes
<description=The operation completed successfully</description=
=/result>

6. after completing the test you may want to disable custom errors mode in Wb. confi g
and delete Request Si nul at or . ht mfile;

7. now it is good time to update server settings in BugTrapTest and make sure
BugTrap client can establish a connection.

5.3 Configuring BugTrap server

Both BugTrap server and BugTrap Web read configuration from XML files with almost the
same structure.
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5.3.1 BugTrap server configuration file

BugTrap server configuration is stored in BugTrapSer ver. exe. confi g XML file that must be
located in the same folder with BugTr apServer. exe (.NET version) or JBugTr apServer. j ar
(Java version) file.

BugTrap server configuration file has the following structure:

<?xm version="1.0" encodi ng="utf-8" ?>
<confi gurati on>
<confi gSecti ons>
<secti on name="applicationSettings"
type="BugTrapServer. Appl i cati onSetti ngsHandl er, BugTrapServer"/>
</ confi gSecti ons>
<appl i cationSettings>
<l ogEvent s>t rue</ | ogEvent s>
<server Port >9999</ ser ver Port >
<report Pat h>c: \reports</report Pat h>
<reportsLimt>-1</reportsLimt>
<maxReport Si ze>- 1</ maxReport Si ze>
<snt pHost >snt p. server . addr ess</ snt pHost >
<!--<sm pPort >25</smt pPort >-->
<snt pUser >user nanme</ snt pUser >
<snt pPasswor d>passwor d</ snt pPasswor d>
<sender Addr ess>sender @nai | . conx/ sender Addr ess>
<report Fi | eExt ensi ons>| og, xm , zi p</report Fi | eExt ensi ons>
<appl i cati onLi st >
<I--
<appl i cati on>Fi r st App</ appl i cati on>
<appl i cation version="1.2">SecondApp</ appl i cati on>
e >
</ appl i cati onLi st >
</ applicationSettings>
</ configuration>

These parameters are described below.

5.3.2 BugTrap Web server configuration file

BugTrap Web server may be configured using almost the same XML file but this file should
be located in BugTrap Web server application folder and it should be called wb. confi g.
Usually this file contains standard information about .NET Web-application, but BugTrap
Web server configuration file has several custom fields:

<?xm version="1.0"?>
<confi gurati on>
<confi gSecti ons>
<section nane="applicationSettings"
t ype="BugTrapServer. Appl i cati onSetti ngsHandl er"/>
</ confi gSecti ons>
<syst em web>
<conpi | ati on debug="fal se" url Li nePragnas="true"/>
<aut henti cati on node="None"/>
<cust onkErrors node="RenoteOnly"/>
<sessionState node="Of" cookiel ess="true"/>
<I--<trust |evel ="BugTrapWebTrust"/>-->
</ syst em web>
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<I--

-->

</ configuration>

</ appl i cati onLi st >
</ applicationSettings>

<appl i cationSetti ngs>
<l ogEvent s>f al se</| ogEvent s>
<server Port >9999</ ser ver Port >
<report Pat h>r eport s</report Pat h>
<reportsLimt>-1</reportsLimt>
<maxReport Si ze>- 1</ maxReport Si ze>
<snt pHost >snt p. server . addr ess</ snt pHost >
<!--<sm pPort >25</smt pPort >-->
<snt pUser >user nanme</ snt pUser >
<snt pPasswor d>passwor d</ snt pPasswor d>
<sender Addr ess>sender @nai | . conx/ sender Addr ess>
<report Fi | eExt ensi ons>| og, xm , zi p</report Fi | eExt ensi ons>
<appl i cati onLi st >

<appl i cati on>Fi r st App</ appl i cati on>
<appl i cation version="1.2">SecondApp</ appl i cati on>

5.3.3 Configuration settings

Both files have the same set of parameters specified in appSet ti ngs section:

Parameter

Description

| ogEvent s

Indicates whether to report Start, Stop commands and error messages in
system event log.

server Port

Port number where server listens incoming error reports. This number must
be the same as a value specified in BT_Set Support Server ().

report Pat h

Path to the repository where reports are stored.

reportsLimt

Maximum number of reports accepted by the server for the same product. -1
means unlimited number of reports.

maxReport Si ze

Maximum accepted size of report file. -1 means unlimited report size.

snt pHost Address of SMTP server used for sending notification e-mails to product
support about incoming reports. E-mail notifications will be disabled if this
field is empty.

snt pPor t This field can be used to override default port number of SMPT server.

snt pUser User name to establish a connection to SMTP server.

snt pPasswor d

Password to establish a connection to SMTP server.

sender Addr ess

Sender address (“from” field) of notification e-mails sent about new errors.

report Fi | eExt ensi ons

Colon delimited list of report file extensions accepted by the server. Report
files will not be filtered if this list is empty. You should not change this setting
in most cases.

You can configure the list of accepted products in applicationList section. BugTrap
server rejects reports for products not listed in applicationLi st section. You may leave
this section empty if you want to accept reports from any application.

Page 42 of 45




BugTrap Developer’'s Guide

5.3.4 System event log and BugTrap Web server

By default BugTrap Web server won’t write error information to system event log. If you
want to take advantage of error logging, you may set | ogEvent s=true in Wb. confi g file.
This change requires few additional steps because access to system event log is disabled
for ASP.NET applications. BugTrap installs custom security policy file that overrides default
security settings for BugTrap Web server. This file is called bugt rap_web_trust. confi g and
it is typically located in C:\ W NDOAB\ M crosof t. NET\ Fr anewor k\ v2. 0. 50727\ CONFI G. This
folder also includes machine-level wb. config file. Go to this folder and open main
Web. confi g file in any text editor. At the top of this file you will notice the list of available
security policies:

<l ocation all owOverride="true">
<system web>
<securityPolicy>
<trustLevel name="Full" policyFile="internal" />
<trustLevel nanme="Hi gh" policyFile="web_hightrust.config" />

</ securityPolicy>
<trust level="Full" originUl="" />
</ syst em web>
</l ocati on>

Add to this list a new policy as shown below:

<l ocation all owOverride="true">
<system web>
<securityPolicy>
<trustlLevel name="Full" policyFile="internal" />
<trustLevel nanme="Hi gh" policyFile="web_hightrust.config" />
<trustLevel nanme="Medi unt policyFile="web_nedi untrust.config" />
<trustlLevel name="Low' policyFile="web |owrust.config" />
<trustLevel nanme="Mninmal" policyFile="web_m nimal trust.config" />
<trustLevel name="BugTrapWebTrust"
pol i cyFi |l e="bugtrap_web_trust.config" />
</securityPolicy>
<trust level="Full" originUl="" />
</ syst em web>
</l ocati on>

Save your changes and open local BugTrap Web. confi g file (typically stored in C:\ I net pub\
wwar oot \ BugTr apWebSer ver ).

Locate the following line: <I-- <trust |evel ="BugTrapWebTrust"/> -->
Remove comments from XML tag and save your changes. Now BugTrap Web server
should be running in custom security policy.

5.3.5 BugTrap server repository

BugTrap server creates folders tree for different projects and arranges reports among
those folders. Every report gets its own unique name to avoid collisions:
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@ BugTrap Test
File Edit ‘iew Favorites Tools  Help ';t.
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fddress |EJ Cireparts|BugTrap Tesk v| 30

@ Back - ol L% J)_\J Search ‘E— Folders

Folders = §I:uug_repu::rt_1
|3 Program Files A gbuq_repl:urt_z
= [ reports — bug_report_3
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b BugTrap Test
I WINDOWS

[£

£ | >
—

5.4 A conclusion

BugTrap package provides you with comprehensive set of tools that can track and manage
unexpected errors in most kinds of applications on most environments. It simplifies error
analysis and problem fixing, it makes product more stable and improves the quality of
product support. BugTrap decreases maintenance costs during whole product life cycle.
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APPENDIX A - Folders list

BugTrap folders tree:
Folder Description
BugTrap for Win32 & .NET\ Root product folder
doc\ Product documentation
Win32\ Win32 client, supplementary applications and examples
bin\ Executables of BugTrap for Win32 and sample applications
BugTrap\ Project folder of BugTrap DLL for Win32
Examples\ Folder with Win32 examples
BugTrapConsoleTest\ Project folder of sample console Win32 application
BugTrapLogTest\ Project folder of application that demonstrates different log functions.
BugTrapManCppTest\ Project folder of sample managed C++ application.
BugTrapNetTest\ Project folder of sample GUI .NET application
BugTrapTest\ Project folder of sample GUI Win32 application
Server\ Root folder for server applications
BugTrap Server\ .NET service files
JBugTrapServer Java server files
BugTrap Web server folders tree (typically installed to C:\Inetpub\wwwroot folder):
Folder Description
BugTrapWebServer\ Root folder for Web server files
bin\ BugTrap Web server executable files
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